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PC-A (192.168.1.10) wants to reach 192.168.1.20

ARP REQUEST (broadcast, dst MAC = FF:FF:FF:FF:FF:FF)
"Who has 192.168.1.20? Tell 192.168.1.10"
--> every host on the LAN receives it

ARP REPLY (unicast, dst MAC = PC-A)
"192.168.1.20 is at 00:1B:44:11:3A:B7"

--> only PC-A receives it

PC-A ARP table: 192.168.1.20 -> ©00:1B:44:11:3A:B7 (dynamic)
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ping 8.8.8.8
Reply from 8.8.8.8: bytes=32 time=14ms TTL=117

TTL started at 128 (Windows) -> 128 - 117 = 11 routers on the way

tracert 8.8.8.8

1 1 ms 192.168.1.1 <- TTL=1 : first router answers
2 9 ms 10.0.0.1 <- TTL=2
3 12 ms * ok ok <- router that filters ICMP

11 14 ms 8.8.8.8
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TOP-DOWN example: "the internet doesn't work"

1. open another site / nslookup -> works? problem is the site (L7)

2. ping 8.8.8.8 -> works? problem is DNS

3. ping default gateway -> works? problem is beyond the router
4. ipconfig (address? mask? gw?) -> wrong? fix config (L3)

5. link light / cable -> physical (L1)
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444 TINY - ICMP Messages — ITN 13.1 »
450 TINY - Ping the Loopback — ITN 13.2.2 «
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ENSA_Module_12.pptx «

9.2.9 Packet Tracer - Examine the ARP Table.pka ¢
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3.7.10 Lab - Use Wireshark to View Network Traffic.docx
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